(19) B*S1#»/T (J P) 



(A) 











9 R R 7 
^ O D 1 








ms 10^(1 


9 9 8) 2 ^ 3 B 


(SDInt.Cl. ' 




F I 






H04L 9/08 




H04L 9/00 


601 B 




H04H 1/00 




H04H 1/00 


F 




H04L 9/H 




H04L 9/00 


601 E 




H04N . 7/167 






641 








H04N 7/167 


Z 










OL (:^ 1 IM) 


(2.1) m^$^ 


^m^S - 1 8 9 6 3 6 




000006013 
















^^S^ (1996) 7^180 






-TB 2#3^ 








%kB3 mm 












-re 2#3^ H 
















(74)f^31A 




(^3«) 



(54) c%^<7)€*fti3 «&g^^B. mmmJi^^^m:^j:z^^ti^^m^'^r^'T-^^TSkz^7.7-A 



(57) [m^] 

©20, iaS»J##*fifcti^30T/^^rty h 60© y ^5^^*^*^ 



60 



40 

_5i_ 



90 «^ 



61 



^10 



100 



61 



01 ^ 



«lMff 



-nil 



( 

I 

^'h^^mm,mf^mmx^':>x. 

8tr 12 ^ m / ^ y >(Z) 'N 3^ ^ C0 1^ 5t ft « «& m "T ^ a 

^^mm^tif:i^^mmzmr3\^^xis}mm.^±^^ 
f^t[iss.vimm^^^WL\z^^ ^m^nitis)mm.\zm'^^^x 

(omnmmzi^m^t\^7'-'5^^mm.i\:.\^xm^m'r^ 

mm-r^rnKDmrn^wtt. mm^KD^m^miz^o 
mm^nra^^mm^zmnsi^xmm/'^^y h(Dmmm^ 

mum 2 (DV}mm±^^mz^K^±^^ntzwmm.\zm 

[0 0 0 1 ] 
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2 

n e ^ ffl I ^ 5^ - 5^ ^ 21 v' X 5^ A jc gi T s t) 05 r ^ -a . 

[0 0 0 2] 

i^:^^f)mm\.x^rzz.ii\z^r) . 

4 rv'-^^t^mmzB.mr^^-^mmti^'^iSLX^x^ 

10 ^A<Dmxf)^^R'r^\z^nxmE.m\z^^^i^^mm 
(om^^. ^mp^^\z^^mutkm<o:f^iE^^u^<DPi 

^ 7y' — :$^^mm,M^^LX7t(0:^^^ r'f-^\Z^yt't 

[ 0 0 0 3 ] :^^^ry'-9(n>m,m. ^\z^}r)v^^ 
T&^n ^ ^ n -5 t c n ^^lii-r * # ^ <z) feM tc 

>y ^^fi[-t?igii<bb, mmit^m^m^-^^mzm^co 

fkyn !y d^l^-etf y hn^ffin±\^X^^(0^^ffi^(0 

^tzVf iifi.^^o\z^^<oifi—Wi^X^^.^9\%. m 

— Kj (JIS X 5052, ISO 8372)-C 
^^nxt^^^CBC (CipherBlock Cha 
30 i n i ng) H (Dibf^^rSa^-T'S® Tfe-So 

i , C, SrHir^lS: i i:"r^(h. TE«>^C: (1 ) <OJ:^fC 
[0 0 0 4] 

[»1] 

40 Q = £:,(i^-eq.,) 

[0 0 0 51 igg^MCtt. yp •y ^^t;$n;/S:x-:$^^ 
193 ^ M ^ 25 je T s 1 1^ i; ¥ s s # * ^ fi£ 

50 [ 0 0 0 6 ] H 8 i^raBS 63-167588 ^'j^U 



( 
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\z^i^^r. Bmy'-^s^^iim^mz i i \tf^mmn2 i o 
$A:^bT«&g{b«rfT3iHi^T*o, mmm^m2 i i 

mtf^ti^. «tmm^2 i o ^eiiiHist^iw^aa i 4\z 
hmi^^tixi^^^. ^m\s\w^um^m2 i 4ti5»ii^^i^ 
2 I 0 <ommmmm^^t}^> hvxmn2 I 4 a . 2 

14b, 2 1 4 c Sm:^ LTli^. ^(03^^t#214 

a \tmmmmmmfi:^'y>htsn^m^z^ >^ u h 
^m\sifkmm^^2 1 4<Dmijmn2 1 4 21 4c 

tt, ^WKI!M2 1 5 a Sr^Hf S5^-f 5 >^^#A«»fi# 

e2llHlft^P^^2 1 4 ©^:*c:^ »:7> NM:<i^n 
^$n> Z,<D^^m^2 I 4 }:>\tt/^>hmnlzMJt-V 
xmtltStl^. Ctl\ZJzOni3^>hmmi]2 1 4h(D 

^-i ^ >^xmf^fi.V}mm2 1 5 afim^-^n. 

— 9^^^Wi2 1 7\^ni3^>hmtim\zm^n^ — > 

m^^WL2 1 8<Dm:/jS:ii^u, ^tiy.9^(Dmm\zisim 

M2 1 5 a^S^rs. 35::feliD^M^^^i£2 1 

M2 1 5 a ^lilt UTt^^^o 
(0 0 0 7] «0«SMS5^#^2 1 ±E<DI&f 

fc3a:«0M)iM2 1 5 affi^mm.^±^m2 1 Scto^^-r 

^ >iyTi^«iJ{C%^LTl>/^^^M2 1 5 a $:n 
>'>f-;PH^^^^y5='m:;^rs«li6^WLT430. CCD 
^ y^ffl:f7$n>5:454H»O«0^M«. 2 1 4 a<D#-f 

^\zm^<^^mn2 i e a ^urcom 
^^j-r-saiscii^ 2 1 6 a<r>^^ ^>^xB.m'T'-9 9ikm 
^wt2 1 1 \zxii\^itfikmm^^mm.i}c.'^^. is^i^^m, 

[0 0 0 8] bTfeiigS 2 1 3 tCfi±l2^^5^-5' 

^^mm.izvxmmi\l^tlitfk^m^ 2 2 57&<e^*n 

ei^?S2 1 3 7!i^^(Dl5g<kefc^ft^ 2 1 9Ji. 

^-^^m^m2 2 0 . x-^fflm^s 2 2 1 Ro^em 

01^:^7 > 2 2 2 lc^i^$nT^>'5. ^m-x — 

^s^s:2 2 o\tmmmmm\z:h\f^Bmy''-^mmm 

Wl2 I 1 chiS^cD^an^ff (^K l^gfbe^^fi^ 2 1 9 

mmw^r^m^x^^. ^tz. 5^-^ifiiti^^2 2 1 « 
{b?^i^m^2 1 9 \z:i^\^ ^^mmmm^^ti o > h 

^cD;^j'^>Ktil;^222a ^mmm.^^^WL2 2 3 tC^ 
*&*r^. Cco^^, ^j^S^j^-^V h^®:2 2 2 tt, 1^ 

^/'«5'->^^i^-rs-r^i^fi8/t5^->«^aj#©2 2 4 

m-^2 2 4 a(C<fcoT/3'>>:5^M7&^^> UT^n^. m 
\Z^r^Vimm^^^WL2 2 3 
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m^2 2 Z a^^^'r^^L\ZlS,^. S<ix-^J!13S¥ 

wl2 2 0 ^{tjEmztSimmw-^ntz^^mn 2 2^ifi 

[0 0 0 9] 

'^i^7.^h.\tu.±,oy^o\zm^'^nx^r^ . ny^-)\^ 

wmm^^m-r^. i^f)^vmm<o^m^^^n^x\^'^^ 
• h\th^7L. ^m^±\zwmmf)^mmr^(ox$>o. ^= 
10 m\z<kK> c<Dwmmf)^m^^n. ^m^n^mmitv'- . 
^t)mmmm^tix^iEiznm^ti^m^ffi$>^t\^'^v 

^ttsbiz:fSi^nft^(ox. ^mmmt^m^mmxvjm 
m^mm^ttr^zmm^tmrn^mm-r^tt^iz. mmit 
-r^^y"-^ ^m^umts^z^^-^xzfu^y -ru 

n^zm^cowmm^m^^-^/^ch^z^o^ mm^m^mtb 

[00101 

mzi^m^n^^-:$^^mm.iti.x/^^y h^mmr^ 

mm^mm-r^mm^^t. mB&t&m^tifz^^mmz 
m':^^^xwmm^^^'t^wmm^^^Wi^^ m^wm 

[00111 c<D^m(om2 <D^m\t. ^^ym^^tm 

i.r^L/'^^^y h^mtf'r^mm.m^>^mx$>-ox. mris^ 
m^mm^ntim'^mm\zm^\i^xvimm.^^^r 

[0 0 12] Z,Qy^^(r>^Z(0^mt.. ^y^^^t.^ 

40 m.^^^^^^n^y v(r>mmL^mz^^^n^'f-^ 



( 

5 

[0 0 13] / 

\zm^mmity'-^^mi^xy'/:.x^miisti^/^ir y h 

\z9h^/^^ y h<ommit^mtmmm^^^m(D^^ ^ > 
^^-^r- h^TFi-rm. ms\t:^mm\z^^iff}mm^^^ 
m(om^^7F:Tm. m6\t:^mm^z^^mm{t^m<om 
fSi^^-rm. m? \t:$i^m^zm^mmMm^m<Dm^^ 

c 0 0 1 4 ] mi tcist^vT, 1 0 <i: 1 1 

2 0 ii2 litmm&mn^m^m. so^tsiti^ 

6 1 ttiBg{bA^r-/ h, 6 3\tmmm^n^y hX 

8 0 t 8 1 nfryV^B^^^^^mz^ 

-5. 02{C^V>T, 6 4 H/l^*^' KCD^ .y ^^4^, 6 5 

\tn^y h<Dmmmi$Lx$>^. mmmm^ s^z^t/^y^^ 
ry'-^^^ttmrn^ti^. ^y ym^6 4\z\t. ±mo>)^ 

(b) itmm^t^nrz^y'^ 7y'-:$^^mmmmiz^m 

CO 0 1 5] mm^m^z^\^^x. mm/^^y h e oti^ 
mit/^^y h e I ^Lxmtj^n^^x^mi . 04, 
ms. me ^m^^xistmr^. mm/^^y h 6 o\t. ^ 
8ij#^^m^i&3 0 . mm^m^mm^wc2 o:&zsmm 
fi:#S4 0 tc^$&$nT*3 0 , ^<DmfSi^tm2\z7^-rm 

0X$>^. ^giJS^Jfim^^ 3 0 tl/ ^7^^ T7^-:5^$ 
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try h(0^yymn^»mV. ^K;* x/f 7x-5^ 
m'T^fttt>\z:LZL-^ \Z^Dmx ibti^y^'r^ T^f-^ 

^sio'vm^-r*. c<Di:^g»sij#^»ai^a3 0 

tt, 04O (a) JC^Tct o TT^-^'^giJS^ 

7 0 $:^aiU;te>it^jc«o^M^fK^©: 1 o's.m^^L, 

'>U< iz 'biim/l'Jriy h 6 0 <Dlf ^M^iK 6 5 3&^A:^$n 
[0 0 16] ]l«gi£#-^»m^@:2 0(1, i3^8iJ#^IAtib 

10 #©3 0 «CA:'7$n^/t^-/ h t|S1-'0/t>«r .y h 6 0 

^^n^yV(K>^y^Wi^^^}^\^. -fej^^tl 
h(DillBl!^4*^r*tt^t«^8 0 ^•eO's y:$^ 
^«75>^fl&mbTlO««M^^^© 1 O'^vtti:^^^. iKT) 
i:^]^i^14S^tt&ai¥©2 0 (1, ®4<D (a) J-^tct 
^tcai^tt#^8 0 ^«lttiUfc^it'&t::«J^M^^^^ 
1 0'sm:i^7U, '>fs,< iL^mmn^^j V 6 OiDltlim*^ 
6 5;5^A;b$n'5*-Cffl:^^J^-rs«lii^^r^. ^0^ 

^«'J#^7 0 <hi^3ggi4#^8 0 <i:S:^n-€^n^33iJ##tt 

0 S:^^UTl8^g^k#S4 0 'vaS^-rs. e:<D<i:#«}M8 
M^J5^^g:l 0«, 04(D (a) fc^-Tct-pfc^T^^r 
7^-iS^^»J#^7 0 <hi^J^<4##8 0 ©i^:&7&t^tCA:^ 

^nfe^j^Tit-fejciw^aflis 0 ^^^\.xmm^^Wi4 

0^m:bL., ^j>7^< ^: t>^m/1^^y h 6 0 (Dtf^M«6 

30 ( 0 0 1 7 3 ^50«flM^^^#g:l 0 OD«l^^^® 5 JC^ 
•To ;?t^-< rT^-d'ia^i*^? 0 ta«5<4#^8 0 

:;i>:(OA:^7:>^^^^"r^n^nu i i i<hu>?Xi5' 

1 1 2(CfiJJt$tl^. tH^^l 1 3{C*5t.^TJi, UvA 

57iii<!:U>?x5^ii2 K:«J#$n;/t^5^-r yf-^ 
^S»J#^7 0 i:ill^tt#^8 0 t^A;^bx^^©:^^ 
-C^^^lllfiL. 1t^<DiO^M (0^. C 0 1 - C 0 
k) 3&«^^$n;/t^^ U 1 1 4(0^^(07 W 7.^^^ 
-rs. Ccoi:#SISCgP 1 1 3tt. A:^$ns^5^-< 
-5^^»J##7 0 a:SI«!ii##8 0 tJcS-l^t^T, DO 

r^. ;^^'J 1 1 4(i, 1 3 d^e^^^niTcr 

[00181 liJg{t:^©:4 0 ti. m.m/^^y h 6 0 tcM 
j;&U;t^^M9 0 1 075^^A:^L, ^ 

g{l:L/TlBgft/^^!y h 6 1 tUTW^-rs. ClCDi:^ 

mm.it^^4 o\^. m4(r> (a) (c^-r^^tc.^^A^ 

>y h 6 0 O^f ^M^6 bCO^'f^ rv'—^ii^Xtii^n^ 
50 itgtrC?9]^M9 0 «:n- K l>, 0 9 (C^T <fc ^ 
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it^nt>u\^'^(D'c. 03<D (b) ^ZTT^-r^oizmtititi 
^mm.it/^'!ry h 6 1 \tmmit^nu\,^^yymmtm 

[0 0 19] mm.it^^4 ocom^m^me^zTr:^. ^ 

^v^mme 4tmmm^e st^^mhx. ^n-rn 
4 0 3 hmm.itmm^4 o 2 icm:^-r 

yui^x^ 4 0 3\ts i^mtstiit^y^rmi^e 4^-m 
m\z^^^^o ^yynm^4 0 4\t. mm.i[:^mm4 

0 2{zxmmitmmi)mm^nrzmmmf^e s^zni^ 
X. 4 0 3 {cT-^e9«c«j#$nfe'\.y 
ym^e A^nmvx. mmit/^^y h e i tLxmti 
-r-s. u±(D^'D\zi.xB.^^i 0 o^z\t. tt^m«*« 

[0 0 2 0] ^msefc;fei^T, mmit/^^y he 
mmmf^-^titt/^^y s e 3 ^vxmij^n^^x^^ 
1 . 04, 05, 0 7 ^m^^xmrn-r^. esiK 100 
tf^^Ati-r^mmit/^^yh6iit. ^wiWt^mi^^m 
3 1 , mim^mnmmmm 2 1 5 0 tc 

sij#-^aai^^3 1 It. mmit/^^y h e 1 ^xttv. 

^m/^try h<D^yym^^^mL. ^m.^^>< Ty"— 
y ^^^I'T^f^itblzzLzZ'-^zizmomXi^tift^y'^ T 

5^-r$^^su#^7 1 ^^(o^y ym^f)^^mmvxwm 
3 i\t. m4<D (b) \zm'r<koiz:Ay'^r'r—yn&m 

[0 0 2 1 ] mt^^m^mmm^ 2 1 ^gii$^iAm 

^i*3 1 iZXii^n^n^y htm-(0/^^y h 6 1 S: 

/\^y ho^mt^is^^TF^-rmm^m^s 1 ^^<D^yym 
mft^_^mmLxwmm^^^mi i^ih:hr^. c<oh 
^mmi^m^mm^^2 1«, @4o (b) jc^-rct-^ 
tcigi^i4#^8 1 ^i^thLfz^^-^^zwrnm^^^^i 

1 -.ais^b, ^j>;rj:< (h t)IE^g<b/l^u/ h 6 1 oif 

6 5 7&^A:^$ns^Ttti:^«i$-ra«i^^^-rs. mm 
m^^^m 1 1 ^rnvfcmmitn^y h e i (d^t" 
^ Ty'-y^wmm i <h]^i^tt#^8 i t^^n^n 
^sij#^«&m^e3 1 tiijgii4#^fflai#© 2 i tf)^^ 
Kill.. ;::t\ib<r>^^^T'f-ynmm^7 \ ^m^^ 

^;5:«5^fii9 1 ^^^x^xmmmw^WL 5 o '\m:^r 

^. c:(^«h€«5MSIl^fi£^g: 1 1 tt. 04CD (b) Jc^ 
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r^o\z:f<^^y^-^^m^m i (ta^ifs^s i. 
(Dm:^t^^\zx'fy^nf^^^xm'^\z^mm^ i 

LTli^g^^^iS 5 0 -vdi:^U, ^3^< <h t>l^^g^k/t>^ 
y h 6 1 (oit^m« 6 5 75tA:tr$ns*"cai*«}#-r^ 

[0 0 2 2] mm.mu^WLSo\t. ^mi.tLmm^n^ 
y h ^ wz^^^x^t^vimm^ i^V)mm,^^^Wii \f)^ 

r'T-y^mm.mf^^vx7t(on^y z\zWL7tv^ c 
n^w^-r^. ^(OL^^mmw^ms h4© 

(b) JC^t*J:oJC^^/^>5r-/ h 6 1 CDlt^m^e 5<D 

0 9JC^'rcJ;^)a:fi^M«i31*1t«^i«6 5 0S«<^) 
5^-i$^^tfj^l^bm»fi-rs. »E«l»^a5 0©«^ 

0 7 13^^0 '^^y y^^lSgPS 0 1 A:^^n;^l6 
g^b/'^^r y h 6 1 ii^i^^yymWL^ 4 <h Ig^it^ tlfclf 
^®«6 5 <fc*4J^BILT, ^n^n^y yUi^X^ 5 0 

20 3 iimm.m^9f^mus Q 2\zmi3T^. mm,mm^mu 
5 0 2 «. i^g^b^nfeit^MJ^e 5 tc^tb, ^x^ti 
t:iwmm^ i^m^^^xmmmm^m^^m-^^o ^yy 
u>?x^ 5 0 3tt, ^m-^nti^yym.WL^ 4^~mm 

fc^i^-r^- ^^y yf^Jting^s 0 4 Ji. jKs^^l^^asSPs 

0 2 (CTjgSMfS^^QllTi^l^Sg^nfclf ^m^6 5 tCMb 

^yyv-jxy^0 3\zx-'^m\z^^^tii^^y 

5^m«6 4 «r^3babT, S^g»l^/t^ry H 6 3 iiUrai 

[0 0 2 31 n^y h(Dm^^fr^'rm2\z^\i^x^ e>{c 
30 ift^-r^. ^yymwL^ 4\t^mn^y htommmmiti^ 

-< T5^-iS^:dt^lfi$ne^*^Ta6'5. 75: *5 1> o <7) /'^ ^ 

y h\z^n^mmmmz^m'^n^:^'f>(T^-y\± i 

a 5P « C C T rL - - ^ IC « 0 ^ T n ^ gij # ^ o 

* e 21 f ^ 15 m ^ a> j® j^s # ^fe J c T ^ ff^ 1 1 6 n 

*ij^*r^o '^^x:^y'>(yy'-y^mm^Lmm^^^ 

m^mmi^m^ t,^i^^mi\i^miSLXf^^mm^^m\zmm 
•r ^ d <h 7i« 2^ ^ ^ CD # ® -e ^ . 

50 [OO24]03<D(a) «3im/'^^ry h 6 0 tfijgft? 
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m^^TFiV. (b) \tmmit/^^y h 6 Kom^^T^L 
Ttr^So (a) <om^(o^m/^^y b e Q<ommm^(o 

(b) <om^<Dmmii/^^-y he i (c^s:^. ctot^m 

ym^\tmm^[:'^nlu^^. -^5. (b) <om^(r>^m,^ 

^5 0"e«&g»l^$iM* (a) <om^(On^y h e Z h 
[ 0 0 2 5] 

cfc ^ n & ffl 5^- 7" A 

0 «^ g » 1^ $ n T ^ IE « « s n s ;i t £ B& ih r c <i: 

[0 3 1 :^ei2l'>;^7^Atr*5 
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[0 5] :4s^Eig(c0^^IBgfl:-5^-^e3l->X5=-AJ:::fe 

it « fijgfk^ a <z>«i^ * -r « * <z> H T * * • 

-6 li^ g » ^ ^ <^ «l fiS «r S» ^ t- ^ «e) CO 0 -C -5 . 
[0 8] !ie*a)«BE^b5^-?e2l>'X5"ACD«lfi)6S:^ 

•r0T?*s. 

[0 9] r 6 4 h'*y h(Ozruy ^m^r)l::f*) XAO 
jfijfflt— Hj (JIS X 5 0 5 2 , ISO 837 
2 ) "C^^nrv^SC BC (CipherBlock 
Chaining) ^— H (Dlbf^Sr^^-rsST^S. 

10, 11 2 0, 2 1 mm^m 

^mm^m. 3 0, 3 1 ^8ij##iAm^a. 40 

mmit^^^ 5 0 6 0 2im/i^ 

yh. 6 1 6 3 Ifeg^l^/'^^ 

*^h, 6 4^yymm. 6 5 7 0, 

7 1 ^5^^ T5^-:5^iS^»J#%. 8 0, 8 1 

^, 9 0, 9 1 WPSim. 100 feiil^. 
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